Cyber Security Awareness
Wyoming Office of the CIO



Information Security Awareness and Training

This policy establishes the requirement for
information technology (IT) security awareness
and training in all executive branch agencies.

Security Awareness. All State employees shall
be exposed to security awareness materials
throughout the year.

Recurring Training. All State employees shall
receive an annual refresher that reinforces

relevant information security issues.
http://cio.state.wy.us/standards/srce/web/default. htm
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}/% Social Engineering (tactics)
" ) ‘

A non-technical kind of intrusion, rather

than by breaking in or using technical
hacking techniques

Relies heavily on human interaction

Tricking or manipulating people into
performing actions or divulging
confidential information



/‘/% Social Engineering (tactics)
s | Lnfo

Pretexting — invented scenario

Diversion theft — intercepting a
consignment

Interactive Voice Response (IVR) — fake
phone tree

Baiting — dropped USB stick
Quid pro quo — random calling
Phishing — fraudulent email



The criminally fraudulent process of
attempting to acquire sensitive
information such as usernames,
passwords and credit card details by
masquerading as a trustworthy entity in
an electronic communication

Typically carried out by e-mail or instant
messaging
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Methods used to lure the unsuspecting:

social web

sites

auction sites
online payment processors
IT administrators

'S users to enter details at a

Often direc

fake website whose look and feel are
almost identical to the legitimate one.

Difficult to detect that the website is fake
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Appear to come from your bank or
someone you know

Might ask you to make a phone call
Might include official looking logos

Phrases to watch out for:
Verify your account
You have won the lottery

If you don't respond within 48 hours, your
account will be closed



/_ Test page - Windows Internet Explorer - D X

Dear valued customer;

We have noticed some activity related to your account that indicates that other parties have
tried to gain access or control of your information.

You are limited to five failed attempts to login in a 24 hour period. You have exceeded
this number of attempts and your account has been locked.

Please click on the link below to renew your account information...
https://account.bank.com/login.as

Thank you for your cooperation.

Accounts Manager
Your Bank

123 Main St
Anytown, US 12345

http://159.238.130.40/agencies.aspx g My Computer *# 100%
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http://images.google.com/imgres?imgurl=http://www.artlebedev.com/everything/magnets/hand-cursor/hand-cursor-anon.jpg&imgrefurl=http://www.artlebedev.com/everything/magnets/&usg=__RpMOgam0A08ST5bNAo4k_-hQjQw=&h=200&w=200&sz=8&hl=en&start=86&itbs=1&tbnid=bWBIBtaeoTJTyM:&tbnh=104&tbnw=104&prev=/images?q=hand+cursor&gbv=2&ndsp=18&hl=en&sa=N&start=72

»

2 Antivirus 2009 - Microsoft Internet Explorer |:||E|E|
File=  Edit ‘iew Favorites  Tools  Help .'...

; Faworites
w Go Lirks
.r‘& Antivirus 2009

Online Windows s File Download File Download - Security Warning

[ Do you want to run or save this file?

Security Update
Ciis Mame:  Adinstaller_;
T_I,IL} Application, 144

From: antiviruspersonaltest,com

iz dialog box when

] ul

MHam
Publist

2. Click Run on tt
Mot Installed

Antivie Protection Enable protection Disabled

Vi S i O n @ Done, buk with errors on page.



k. = Computer Issue - M

Message Dev eloper

Reply Reply Forward || Delete Moveto Create Other

Block |} Not Junk Categorize Follow Mark as
to All Folder ~ Rule Actions ~ || Sender ¥: Up ~ Unread

Respond " Junk E-mail ) Options

2 Sent: Wed 3/10/2010 3:07 PM
To: rouch, Michael

Cc
Subject: Computer Issue

I Message | [£] new-issues.txt (269 B)

Greetings,\n\nI have been recently experiencing issues with my computer and have
been unable to run this report, I believe that the file may be messed up however,
I cannot confirm this. Can someone please take a look and identify if it is my
machine or just this file? I have an immediate deadline to produce this report,
any help would be greatly appreciated.\n\nSincerely,\n\nJeff

t new-issues.txt - Notepad

Fle Edt Format View Help

|FILE QUARANTINED

M1crosoft Forefront Protection for Exchange Server removed a

nce aund_tao ba_dnfected.
F11e name: "new-issues.pdf"

Malware name: "win32/swrort.A"




307-279-3441

jhende@allwest.net jhende@seo.wyo.gov
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DIVISION IV: PERSONNEL AT LARGE

Superintendent PO Box 277
jhen .net, Cokeville, Wyoming 83114
ihende@se0.wyo0.g
Assistant Kevin Payne PO Box 277
Superintendent kpayne@allwest.net Cokeville, Wyoming 83114
payne@sec.wyo.gov
Administrative Spec. Carol Reeq, PO Box 277
3 creed SG:IO-W 0.gov Cokeville, Wyoming 83114
creed@allwest.net

DIVISION IV: WATER ADMINISTRATION PERSONNEL
DISTRICT | TITLE NAME | ADDRESS

24812 | AS Kevin Payne PO Box 277
kpayne@allwest.net Cokeville, Wyoming 83114
payne@ sec.wyo.qov
John Yarbrough, PO Box 1208
LHC

iyarbr@seo.wyo.gov Lyman, Wyoming 82937

H
56.7.10:11 H Ed Boe PO Box 1080
,13,16 eboe@centurytel.net Big Piney, Wyoming 83113
SEDOB(@SEeO. ._0
HC Mike Johnson PO Box 277
U mjohns@allwest.net Cokeville, WY 83114
h 1 =0, O.J0
VISION Ny
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Would you walk up to a complete
stranger and tell them:

Bank account info

SSN / mothers maiden name
Credit card numbers

Email address

Phone number

Home address

Then rethink posting this online
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}/’% Social Engineering (avoidance)

Be suspicious of unsolicited emails, phone
calls or visitors

Do not reveal or provide personal,
organizational, or financial information to
unauthorized individuals or in emails

Don't send sensitive information over the
Internet before checking a website's
security



}/’% Social Engineering (avoidance)
» 7

Pay attention to the URL of a website
Try to verify email legitimacy by
contacting the sender directly

Install and maintain anti-virus software,
firewalls, and email filters

Take advantage of any anti-phishing
features offered by your email client and
web browser.
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/z/»é Social Media/Networks (work)
o (!

Position of the Chief Information Officer —
Not Yet

Justifiable business need

Return on Investment (ROI)

Terms of Service (TOS)

Security risks and Privacy concerns
Policies, Standards & Guidelines

Official Agency position / Properly vetted
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}/% Social Media/Networks (personal)
° 7

Created with sharing in mind NOT
privacy or security

Use your “Friends List”

Remove yourself from search results
Make your contact information private
Keep your friendships private

Do NOT mix personal and professional posts
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Virtual Private Network (VPN)

Transport Layer Security/Secure Sockets
Layer (TLS/SSL)

Hypertext Transfer Protocol Secure
(HTTPS)

FTP Secure or FTP-SSL (FTPS)
Secure Shell (SSH)
SSH FTP (SFTP)



Windows Internet Explorer

G@ - Ii] http:h‘login.live.com,flogin.srf?wa=wsigninl.0&rpsnv=l1&ct=1268088022&rver=6.0.5285.0&wp=MBI&wr|zl @ lGoogle L~
Links @ | cybersnipers £ Google ¢ Search Engine Directory | Yahoo
98 4 Bsignin I I - - b v b Page v (O Toos + @) G

T—

£7 Windows Live

One Windows Live ID gets you into Hotmail, Messenger, Xbox LIVE — and other places you see 3

Hotmail Click a Windows Live ID to sign in

security.

looooooo[ - Signin l
Forgot your password?
I” save my password (?)
fj] New! Chat from your inbox, see what's new with friends, and Forget me
get 5 GB storage that grows when you need it.

a Powerful Microsoft technology helps fight spam and improve [ ——
6’

Get all your e-mail accounts, calendars, and contacts in one
place - even if you use other e-mail services.

Sign in with a different account
Learn more

Use enhanced security
Don't have a Windows Live ID?

More about Windews Live ID

Privacy Policy

©2010 Microsoft Corporation  About Privacy Trademarks Account | Help Central | Feedback

- 2 - Y (o




/loain.live.com/pnsecure/post.srf?2wa=wsignin1.0&rpsn¥=11&ct=1268088022&rver=6.0.5285.0&w - Windows Internet Explorer
G@ v | I-E https:/{logi.live.com/ppsecure/post.srf?wa=wsigninl . 0&rpsny=118xct Iﬂ Microsoft Corporation [US] | Iz] IGoogIe
Links @ cybersnipers @ Google @ Search Engne Directory £ Yehoo

e dhe () https:{flogin.live.com/ppsecurefpost.stf2wa=wsignin... l | - - deh v |-bpage v () Tooks + @~ &L

[Waiting For htpjjsn126w.snt128.mallive.com]default. sspxtwa=wsignind .0... | | & [ O neme




/~ Windows Live Hotmail - Windows Internet Explorer

@ http:.f,d'snlt&w.sntl23.mail.Iive.comldefault.aspx?wa=wsignin1 .0

i‘—i | | IGoogIe

H
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Links & | cyber_snlpers & Google @ Search Engine Directory @ Yahoo

£7 Windows Live™

Hotmail

Inbox

Junk (1)

Drafts

Sent

Deleted
Manage folders

Add an e-mail
account

Related places
Today
Contact list

Calendar

just one
|(‘.g n

sign
Send | Save draft Attach v | Spell check Richtextv ¥ 1 | Cancel & Messenger v | Options v @~
rrom: [N Show Cc & Bee | Quick add
To: I mcrouc@wyo.gov # ¥ Choose the type of info you'd

Click the "To" button to see your contact list | X

Subject: | super secret stuff Maps

# B3 @ Verdana
Y g

Two plpus two is four]

) - B - & - [rpage - GToos - @ K
-
—

Search the web Micha

biNng E

like to add to your message.

«
-
o
“
]
—
(=}
I

= A Restaurants

Movie times

Images
super secret stuff - |

Message Developer

2y Related ~
I Select -

Reply Reply Forward || Delete Moveto Create Other Block [2) Not Junk
Folder - Rule Actions - || Sender

Respond Options

Categorize Follow Mark as
< Up ~ Unread
(7}

Links and other functionality have been disabled in this message. To restore functionality, move this message to the Inbox.
You made changes to another copy of this item. This is the most recent version. Click here to see the other versions.
This message was converted to plain text.

hrom: Michael Crouch I Sent: Mon 3/8/2010 3:59 PM
To: Crouch, Michael
Cc

Subject: super secret stuff

Two plpus two is four

Hotmail: Trusted email with powerful SPAM protection. Sign up now. <http://clk.atdmt.com/GBL/g0/201469227/direct/01/>




Follow TCP Stream 3 ﬂl —r—

-Stream Content
Content-Disposition: form-data; name="fTo"

<Incrouc@wyo.govs;

7daeal41c025c
Content-Disposition: form-data; name="cpselectedAutoCompletecCc”

7daeal4lc025c
form-data; name="fcc"”

7daeal41c025c¢
form-data; name="cpselectedAutoCompleteBcc’

7daeal41c025c
form-data; name="fBcc"”

7daeal41c025c
Content-Disposition: form-data; name="fSubject”

super secret stuff

7daeal4lc025c
Content-Disposition: form-data; name="fAttachments_data”

7daeal4lc025c
form-data; name="1isFirstPL"

7daeal41c025c
Content-Disposition: form-data; name="RTE_MessageType'

RichText
7daeal41c025c
Content-Disposition: form-data; name="fMessageBody"

<P>Two plpus two is four</P>

daeal4lc025c--

Emdl Saveasl Print I|Entire conversation (1205 bytes) LI " ascil © EBCDIC (' HexDump {” CArays (8 Raw

Filter Out: This Stream
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| A B N The most secrety secret in all of secretdom - Message (Plain Text
VL'

Find |
2 Related -

Categorize Follow Markas ||
= Up~ Unread || & Select -
Respond . Junk E-mail Options = B

Links and other functionality have been disabled in this message. To restore functionality, move this message to the Inbox.
You made changes to another copy of this item. This is the most recent version. Click here to see the other versions.

fom:

To: Crouch, Michael
e
Subject: The most secrety secret in all of secretdom

Charset: IS0-8859-1
Version: GnuPG v1.4.9 (MingW32)
Comment: Using GnuPG with Mozilla - http://enigmail.mozdev.org/

hQIOA19fRjd31atREAf/Q5IP19GGtQUiPBwIu3d3EuNWIzcHMI39+/XZMesds63]
8cyllukanInDé6KlLqurzYHe/FZSjlkkE3ka6alN5KA3uw/SObgSJ10GnZKLPdi8r
DkqdSNYADY8X8AUOBRvsmmmsS3eajT8JuRFRKKdnFOw6t3BrlE8Y6kAMpeOq5qlt
7htLdaje+I7YVbUQabqFdvj9ZRGONTdVS+GDiQ7xwX3X4Edb3ofeDBxJtyimyxII
eMpwpOrVVfiWDp13ZOCwZrcuDNOPOXVZNY cWWYBDECSO+BwSAbWpnX2LsbIlu+Eoi
eKF+BOML7zrJS/gwwmSoC@9w5gllon6YXa21SoCizwgAoOtjYnocs3ms+IFH3QP1
CII161yOvzBU4STX9f/scgGd+qeKwIObp2SLeILI/GRKmUVBo5hdPb9FYelH2Vz2
+Fleh7jFoIHMhPWQTVG8mdbMsAlkAt9DDpdg/RQGOkz1FuTq@BMkhqZdYIgukRsx
0J+zTAVzcjN4S3XgT78XK196WonP9/BicOg++PnEYaCRgZ/S9ctB5XHRwS5vvZEPH
XoX8HY7cP2CSTf+wpzL2N8PbVBD3x9X62VOckNFVC+zyVejuyajHnjudtD1WfijL
vyJiR3Qc71TdSSvS5KPk8+wlgkC5sA3qFIowe+SdK+xkevmmSa81l3EbDcwIrzF4c
ZoUBDAPLtMJJg400GAEH/3UYMSk@zdz4tos7ZEXdgElyrGKsjgIFGmEgvopnVQFk
HgZMxgVhLxJJYVyyRggIeiGQj7T/2LA6BjzMfTZBGCs/L+Yr/@m7fIrqlggQ+bPU

Sent: Fri 3/12/2010 8:54 AM




7~ Sign In - Amazon.com Checkout - Windows Internet Explorer = D x

& - |5k Page v (Gt Took v @~
amazoncom —w
N —

SIGN IN

Ordering from Amazon.com is quick and easy

Enter your e-mail address: I:

() I am a new customer.
(You'll create a password later)

@ I am a returning customer,
and my password is:

Forgot yvour password? Click here

Has your e-mail address changed since your last order?

Redeeming a gift card or gift certificate? We'll ask for your claim code when it's time to pay.
Having difficulties? Please visit our Help pages to learn more about placing an order.

Conditions of Use Privacy Notice © 1996-2009, Amazon.com, Inc.

V| S i O n | € Internet ®100% -~



8 0.162603 00:24:01:36:a0:56 fEFEF:FRF:Ff IEEE 802.11 Beacon frame, SN=908, FN=0, Flags=. C, BI=100, SSID="Emer214A"
o Frame 8 (290 bytes on wire, 290 bytes captured)
@ Radiotap Header v0, Length 26
20 Reacnn Ime Flaas: (@
= IEEE 802.11 wireless LAN management framel
¥ F1xed parameters bytes)
ETagged parameters (224 bytes)
= SSID parameter set
Tag Number: 0 (SSID parameter set)
Tag length: 8
Tag interpretation: Emer2l14A: "Emer214A’
1.0CR) 2 0CRY 5. 5(pY 11.0(B) 6.0 9.0 12.0 18.0
2

bitmap empty
@ country Information: Country Code US, Any Environment
® Power Constraint: Tag 32 Len 1
= ERP_Information: no Non-ERP STAs. do not use protection, short or long preambles
= RSN Information
Tag Number: 48 (RSN Information)
Tag length: 24
Tag interpretation: RSN IE, version 1
Tag interpretation: Multicast cipher suite: TKIP
Tag interpretation: # of unicast cipher suites: 2
Tag interpretation: Unicast cipher suite 1: AES (CCM)
Tag interpretation: Unicast cipher suite 2: TKIP
Tag interpretation: # of auth key management suites: 1
Tag interpretation: auth key management suite 1: PSK
= RSN Capabilities: 0x0000
#® Extended Supported Rates: 24.0 36.0 48.0 54.0
!Vendor Specific 00:50:f2: wME
00-90-4c HI_Ca;abi1ities (802.11n D1.10)

[itional capabilities (802.11ln D1.00)

3 :
® HT Information (802 11n Dl 10D
@ Vendor specific: 00:03:7f




1 0.000000 00:25:45:35:b8:4 7 fE:fE:FE:F:FR:ff IEEE 802.11 Beacon frame, SN=2926, FN=0, Flags' , BI=102, SSID="WyoPublic", Name="AP0022.9091.33f"
s Frame 1 (267 bytes on wire, 267 bytes captured)
= Radiotap Header vO, Length 26

]

20 Reacan ame _Flaas- c

= IEEE 802.11 wireless LAN management framel

E

TXed parameters (12 Dytes)

Tagded parameters (201 bytes)

= SSID parameter set
Tag Number: 0 (SSID parameter set)
Tag length: 9

Tag interpretation: wyoPublic: "wyoPublic"

DO O d R 1. 0Y 2. 0(RY 5 5(RY 6.0 9.0 11.0(B) 12.0 18.0
® DS Parameter set: current Channel:
T Ira Adicacion mMap T DILN bitmap empty
® Country Information: Country Code: US, Any Environment
® QBSS Load Element

ise protection, short or long preambles
® HT Capabilities (802.11n D1.10)
= Extende upporte ates: 24.0 356.0 48.0 54.0
= HT Information (802.11n D1.10)
= Cisco CCX1 CKIP + Device Name
Tag Number: 133 (Cisco CCX1l CKIP + Device Name)
Tag length: 30

Tag interpretation: Unknown + Name: AP0022.9091.33f #Clients: 1
@ C1sco uUnknown 96: Tag 150 Len 6
@ Vendor sSpecific: 00:40:96: Aironet Unknown
@ Vendor specific: 00:40:96: Aironet CCX version =
= Vendor Specific: 00:40:96: Aironet Unknown
@ Vendor specific: 00:40:96: Aironet Unknown
= Vendor Specific: 00:50:f2: WME




153 8.132254 192.168.0.116 74.125.47.138 HTTP GET /generate_204 HTTP/1.1
Frame 153 (781 bytes on wire, 781 bytes captured)
Radiotap Header vO, Length 26
IEEE 802.11 QoS Data, Flags:
Logical-Link Contral
Internet Protocol,| Src: 192.168.0.116 (192.168.0.116)1 Dst: 74.125.47.138|(74.125.47.138)
Transmission Control Protocol, src Port: 3023 (3023), DSt Port: . Seq: 6285, Ack: 4369, Len: 677
Hypertext Transfer Protocol
= GET /generate_204 HTTP/1l.1\r\n

nt: */*\r\n
Referer: http://www.goog1e.com/search?h1=en&source=hp&fkt=3141&fsdt=7266&q=wire1ess+capture4aq=f&oq=&aqi=g

UA-CPU: x86\r\n

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727| Info
OSt: clientsl.google.com\r\n

Connection: Keep-Alive\r\n
[truncated] Cookie: PREF=ID=2dacaed2530a6edb:U=416f0ef6elfb5991:TM=1258987765:LM=1258993588:GM=1:S=KVREsbhV

\r\n

00 6f 18 00 00
09 cO0 00 e0 aa
47 00 21 5c 52




166 13.023815 192.168.0.116 74.125.47.147 HTTP GET ;’url?sa:T&suurce:web&ct:res&cd:3&ved:0EBAQFjAE&urI:http%SM-sz%ZFwww.cacetech.cum%ZFproducts".r'oZFairpcap.htmi&ei=uSﬂMS_6hFYuPtglltM3IAgHT
Frame 166 (895 bytes on wire, 895 bytes captured)
Radiotap Header vO, Length 26
IEEE 802.11 QoS Data, Flags:
Logical-Link Control
Internet Protocol, Src: 192.168.0.116 (192.168.0.116), Dst: 74.125.47.147 (74.125.47.147)
Transmission Control Protocol, Src Port: 3024 (3024), Dst Port: 80 (80), Seq: 4313, Ack: 10060, Len: 791
Hvhe = ah = Protocaol
@ GET /url?sa=T&source=web&ct=res&cd=3&ved=0CBAQFjAC&uUrT=http%3A%2F%2Fwww.cacetech.com¥%2Fproducts%2Fairpcap.
ACCept: ~/ \r\n
Referer: http://www.google.com/search?hl=en&source=hp&fkt=3141&fsdt=7266&q=wireless+capture&aq=Ff&oq=&aqi=g
Accept-Language: en-us\r\n
UA-CPU: x86\r\n
Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; Info
Host: www.google.com\r\n
Connection: Keep-Alive\r\n
[truncated] Cookie: PREF=ID=2dacaed2530a6edb:U=416f0ef6elfb5991:TM=1258987765:LM=1258993588:GM=1:S=KVREsbhV

\r\n

http%3A%_2F%2Fwww.cacetech.com®%?2Fproducts%?2Fairpcap.html

http://www.cacetech.com/products/airpcap.html
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178 14.210876 192.168.0.116 174.37.113.145 HTTP GET /products/airpcap.html HTTP/1.1
Frame 178 (813 bytes on wire, 813 bytes captured)
Radiotap Header vO, Length 26
IEEE 802.11 QoS Data, Flags:

Logical-Link Control
Internet Protocol, Src: 192.168.0.116 (192.168.0.116), Dst: 174.37.113.145 (174.37.113.145)

Transmission control Protocol, Src Port: 3027 (3027), Dst Port: 80 (80), seq: 1, Ack: 1, Len: 709

HVbe l"'.l.

© GET /products/a1rpcap html HTTP/1.1\r\n
runcated] ACCept: 1mage/g mage/x-xb1tmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, ap

Referer: http://www.google. com/search7h1—en&source hp&fkt=3141&fsdt=7266&q=wireless+capture&aq=Ff&oq=&aqi=g
Accept-Language: en-us\r\n
UA-CPU: x86\r\n

Accept-Encoding: gzip, deflate\r\n
er—Agent: Mozilla/4 0 Ccompatible; MSIE 7.0; windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; Info

Host WWW. cacetech com\r\n

= on: Reep-A4 Ve

\r\n

00 6f 18 00 00
09 cO0 00 e0 aa
47 00 21 5c 52




@ « Secure Session (P @

8 (Secure Session with Encrypted Data( ) @
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/z/»ﬂ Passwords
n &

Alpha-numeric, special characters
9-15 characters long (or more)
Change every 60 days or sooner
Don't recycle passwords too often
Different account; different password
Use a password manager/safe



O9Rockie$
1337 $kilz
IP@s$WOrD
1234567890 ___ Took 10 minutes to

crack these passwords

1Q2W3E4R

ZIX@c#Vv$
2222277
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mary had a little lamb, its fleece was
white as snow

mhallifwwas
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Easy and inexpensive to perform
Difficult and costly to replace

64 GB of storage $135 //'4

-,
=

250 GB of storage $100 J

1 TB of storage as low as $90


http://images.google.com/imgres?imgurl=http://www.mdcomputer.co.th/md/catalog/images/wd passport.jpg&imgrefurl=http://www.mdcomputer.co.th/md/catalog/advanced_search_result.php?keywords=wd&usg=__m8DA2MKHBtHXe8tUrv6tezmLqdM=&h=480&w=420&sz=20&hl=en&start=4&itbs=1&tbnid=JbhgXnBES39_3M:&tbnh=129&tbnw=113&prev=/images?q=WD+passport&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://myone83.com/images/thumb drive.jpg&imgrefurl=http://myone83.com/Computer-Accessories.html&usg=__qw-j4dv_cBxoapTdN8pTdt4if3k=&h=302&w=302&sz=51&hl=en&start=37&itbs=1&tbnid=tCskz07kHbPCsM:&tbnh=116&tbnw=116&prev=/images?q=thumb+drive&gbv=2&ndsp=18&hl=en&sa=N&start=36
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Lots of applications on the market

Consider a full disk image to backing up
data
Label your backup media or images
Date of backup/image
What's on it

Store backups in a safe location
Fire proof box or safe
Off-site is best-practice
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